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Abstract: This paper investigates the real-time capabilities of the Linux kernel and special
Linux real-time kernel patches to enhance the preemptability of the Linux kernel. While
different latencies contributing to the Process Dispatch Latency Time (PDLT) are discussed,
patches to reduce those latencies are examined in detgilright(© 2003 IFAC
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1. INTRODUCTION been awakened by the interrupt service routine, see
fig.1.
In recent years desktop computers with standard op- I
erating systems are used more and more often for PreCPU Latency 1 Insruction in Task
soft-real-time tasks, e.g. replaying audio- and video- Instruction Latency for external event

streams. On non-preemptable operating systems other : o
tasks running in parallel can cause latencies that de- l -

lay the execution of the soft-real-time task. This pa- t
per concentrates on solutions that do not change or L
extend the system call interface the standard Linux
kernel offers to libraries and applications. Therefore
hard realtime capable solutions like RTLinux or RTAI, PDLT
that introduce their own subsystem and API, are not
covered herein.

ISR Latency ‘ Kernd Latency‘ ACLT

IRT.

Interrupt

Fig. 1. The PDLT contains several latencies

2. THE PROCESS DISPATCH LATENCY TIME Li . dard . iainall
AND LINUX SCHEDULING POLICIES inux is a standard operating system, not originally
designed as a real-time operating system. In Linux

The Process Dispatch Latency Time (PDLT) is an there are 2 scheduling classes or policies:

important measure to characterize the responsiveness e The standard Linux scheduling algorithm, named
of a system. It's the time in between an interrupt SCHEDOTHER, is a Round Robin scheduler,
occurs and the first command of a process that has which portions a time slice of the processor to



any process. On a normal Linux system there are  Table 1. Comparison of 2 LowLatency Patches
often only SCHEDOTHER processes.

e Time-critical tasks, i.e. soft-real-time tasks, in- Cunctional o N“’T‘belrjof op
stead should be scheduled using the SCHEBO unctiona Preemption Points (PP)
.. . . sections in Low Latency Patches
or SCHEDRR policies, that provide 99 dif- of Linux as | Molnar  A.Morton
ferent fixed priorities and are preferred to any operating system 2.4.0-test6 Linux
SCHED.OTHER process by the scheduler. Patch E2 2.4.2
process administration 10 3
memory management 48 31
file system 29 30
3. LATENCIES CAUSED BY THE LINUX Input/Output 9 5
KERNEL Total number of PP 96 66
conditional exit points 5 5

in loops/functions

User Process

A1
[ kema | just after the interrupt has been processed by
A2 . the CPU. In this case there is no kernel la-
tency; tkemel-latency IS Zero in eq. (1) and fig.1.
— _Euﬁre_emﬁo P‘;”‘S_Ij The time to preempt a process running in user-
B = £ = space takes only a few microseconds on current
Soft Aankime Flocess hardware (Heursclet al, 2001), since there is

only a scheduling and a context switch necessatry,

causing the Application Context switch Latency

Soft Realtime Process (ACLT) in flgl

(2) If an interrupt occurs while the kernel executes
a system call for any process, then the process

[ ferat |
c Kernel

I3

Time

ﬂ Interrupt normally is interrupted in order to process the In-
terrupt Service Routine (ISR), if interrupts aren’t
Fig. 2. Concepts of Preemption currently blocked. Although the ISR wakes up
a soft-real-time process, the scheduler isn't in-
Formula (1) shows the latencies, contributing to the voked instantly, because at first the kernel has to
PDLT of the soft-real-time process on a single proces- finish the system call it was currently processing
sor system in standard Linux, which has the highest before the interrupt occured. This situation is
priority of all processes currently ready to run: shown in line A2 of fig.2, the appropriate ker-
nel latency is calletkerner-iatencyin €4.(1). Since
PDLTeo ft_real_time = LRT + (1) Linux kernel code is not preemptable in general,

also kernel threads cause kernel latencies. As

tisr t -
ISR-latency+ lernel-latency + several measurements (Morton, 2001; Wilshire,

tschedulingt {tbottom-halves} Linux2.2 2000; Williams, 2002) have shown, the longest
kernel latencies produced by kernel code on cur-
The time in between a peripheral device sends an rent PC’s are on the order of tens up to hundreds
interrupt and the first instruction of the Interrupt Ser- of milliseconds (Heursch and Rzehak, 2001). So,
vice Routine (ISR) is called Interrupt Response Time regarding Worst Case Latenci&grnel-latency iS
tirT. As fig.1 showstgt can be divided into 2 parts, the most important term in eq. (1).

hardware caused latencies and a latency caused b

interrupt-locks in the Linux kernel Mhe termischedulingmeans the time the scheduler needs

to find out the process of highest priority and the
In the sample program the Interrupt Service Routine normally much shorter time of the context switch to
(ISR) awakenes the soft-real-time process of the high-this process. A soft-real-time process should protect
est priority in the system. The duration of the ISR itself from being swapped out by locking its address
contributes to the terisr_jatencyin €quation (1) and  space into the RAM usinglockall (). Because of
fig.1. Generallyt;sp_jatency CONtains the duration of the implementation of the scheduler of the standard
all ISR’s that are executed in between the interrupt Linux kernel as one list, the tertachequiingdepends
and the first instruction of the soft-real-time process linear on the number of processes ready to run on the
that shall be awakened. Different cases have to besystem (Heurschkt al, 2001).

distinguished: Since the terms or latencies of eq. (1) can be con-

(1) If the processor is currently executing code in sidered as largely independent from each other, the
user mode, when the interrupt occurs (see line maximum PDLT value of eq. (1) is the sum of the
Al in fig. 2), then the scheduler can be invoked maximums of each of its terms.



The latencythottom-halvesis only relevant for the Linux Maximal PDLT varying the number of Preemption Points (Linux 2.4)
2.2 kernels, not for the Linux 2.4 kernels later than % ‘ : ‘ BTy
2.4.10. In these newer kernels the bottom-halves are THEORETICAL AT -~
replaced by softirg’s, i.e. soft interrupts, that are pro- i 1
cessed by a kernel daemon caltédoftirgd_CPUID’.

So the softirg’s/bottom-halves don't contribute to the
PDLT of a soft-real-time process any more. In Linux
2.2 the 32 bottom-halves are executed as first part of
the scheduler, so every bottom half could be executed
only once during th&DLTjnux.2-

In the following different kernel patches, that improve
the soft real-time capabilities of the standard Linux
kernel, are examined. In general nobody can guarantee
the total correctness of any kernel patch as of the
standard kernel itself, because nobody can test all . ‘ ‘ ‘ ‘ ‘

1 i 0 5 10 15 20 25 30
execution paths in the kernel. Number of Preemption Points in loop of kernel driver function

Maximal PDLT (tppLTmax) (in usec)

H
15
T

Fig. 3. Maximum PDLT dependent on the amount of

4. LOW LATENCY PATCHES equidistant Preemption Points

The main method of the "Low Latency Patches” is  PPLT/
to make system calls or kernel threads with a long
execution time at least preemptable at certain points,
see line B of fig. 2. Therefore Preemption Points are  POLT }
introduced into long kernel routines: mex.
#define conditional_schedule()
do { 1f (current->need_resched) {
current->state = TASK_RUNNING;
schedule () ; POLT
} Botam \ Preemption
} while (0) Point
These so called ‘Conditional’ Preemption Points only | | R
take effect, when the kernel variahlerrent —need L < Time
_resched has been set, e.g. an interrupt service routine  executiontimeof anon-reemptable
often awakens a SCHEBIFO process and sets this system call
variable to ’1’ in order to force a rescheduling as soon
as possible. Fig. 4. Schematic illustration of the variables in for-
mula (2)

A Preemption Point can be placed only at special
points, where no data inconsistencies can occur duerig 3 and formula (2) show, the more Preemption
to read/write or write/write conflicts (Wang and Lin, pgints (ipp) are introduced the more the maximum
2000). Most of them are placed where long lists have ppLT (tpp, 1may decreases, but the absolute value of
to be changed, i.e. in the memory management or inthe decrease gets smaller. With eleven Preemption
drivers, see Table 1. Points and more in fig. 2 there is nearly no further
How much Preemption Points should be introduced decrease. The baseline of the PDisbiom is nearly

2 To analyze this question a method like this is in- reached. In_flg.3 the most reasonable amount of Pre-
troduced into a test kernel driver, located in a Linux €Mption Points would be between seven and eleven.
The Preemption Points are equally distributed regard-

kernel module: . 1PHO
ing execution time. Instead Ofernel-1atency ONE could

for (int i=1; i<1200; i++) also writettandard -

if(1 % 600 ==0) conditional schedule(); kernel-latency
The (iO/_oN) function, i m(_)dulo N defines the Number . ' ternel latency t ,
of equidistant Preemption Points in the loop of the PDLT max= m + Ihottom 2

test kernel driver. Changing the N in the code above

from O to 29 varies the number of Preemption Points e txernel-latency := €Xecution time of the non-pre-
and using a special Software Monitor (Maechtel and emptable system function.

Rzehak, 1999; Heurscht al, 2001) the remaining = PDLTnax— PDLTgottom= (66— 22) usec=
PDLT has been measured, see fig. 3. 44usecin fig. 3 and 4.



o tphotiom .= base value of the PDLT, results out
of hardware delay, execution time of the ISR,
time of context switches and the overhead of the
measurement method, is equalRBLTgotiom in
fig. 4.

® Npp := number of Preemption Points introduced fae
into the system function

® Nsections= Npp+ 1 is the number of non-preempt- e e
able sections within the system funtion.

e tppLTmax ;= value of the remaining maximum
PDLT

ret_from_sys call ret_from_exception)

softirq_active
ofti rg:mask

ret_from_intr

trug|

current->

From equation (2) one can conclude that for long Swe

Linux system calls, i.etyerner-latency >> thottom the Hiode
introduction of only 1 Preemption Point in the mid- W‘ﬁ do.signd( ‘ Preenpion i

dle of the system call at runtime will cut the original "ueﬁ | o
PDLTnax into half on every Linux system. 9 equidis- RESTOREAL S o

tant Preemption Points would cut it into a tenth. So
introducing Preemption Points into the kernel only de- Fig. 5. Flowchart of task state transitions of the Pre-
creases thBDLT relatively to what it has been before emptible Kernel for Linux 2.4.2

with a standard kernel without Preemption Points. Ab-

solute values depend on the system’s processor spee8.2 The Preemptible Kernel Patch

and architecture.

Another idea to reduce the tet@rnel-latencyin €g. (1)

has been presented by embedded system vendor Mon-

taVista (Inc., 2000) and is now named 'Preemptible
5. THE PREEMPTIBLE KERNEL Kernel’ or 'Preemption Patch’. Today it is developed
as the open source project 'kpreempt’ (‘kpreempt’,
2002) and by Robert Love (Love, 2002). It's now a
configuration option in the official Linux 2.5 develop-
ment kernel.

5.1 Spinlocks in the standard Linux kernel

Spinlocks are the basic synchronization mechanism in
the Linux kernel for SMP mode, for Symmetrical Mul- This kernel patch has the intention to make Linux
tiProcessor systems. On a SMP system it's possiblekernel code preemptable in general - see line C of fig.2
that currently every processor executes a system call- in order to improve the responsiveness of the Linux
To avoid race conditions spinlocked regions have beenkernel on single and multiprocessor systems.
introduced as critical sections into the Linux SMP

The Preemptible Kernel takes advantage of the spin-
kernel.

locks that have been placed in the kernel since Linux
Spinlocks assure that only one process can enter &.1 in order to make Linux running on SMP systems.
critical section at a time, even on a SMP system. This The patch applies the following changes to the kernel:
means they act like a mutex or a binary semaphore.

But there is a difference compared to semaphores: ¢ In order to avoid race conditions in the now

Preemptible Linux Kernel the spinlocked regions

If a process tries to lock a spinlock, that is already are changed on uniprocessors into critical sec-
locked by another process, the second processisn'tput  tions with a preemption lock by redefining the
into a waiting queue to fall asleep as it would be when spinlock macro in the Linux kernel source code.
trying to enter a mutex as the second one. If a process Spinlocks itself on uniprocessors are impossible,
tries to enter a spinlock as the second one, it will make because a uniprocessor isn’t allowed to go into a
a busy wait, 'spinning around’, until the first process busy wait, which it couldn’t leave any more.
unlocks the spinlock. e A new counting semaphore called 'Preemption

Lock Counter (PLC)" is introduced that allows
preemption of kernel code, if it is zero. If it has
any value bigger than zero, it prohibits preemp-
tion of kernel code. That way, all kernel functions
and kernel threads are made preemptable, but
there are some exceptions:

Preemption can’t take place:

Linux provides only one source code for SMP and
uniprocessors, so the spinlocks are placed as a C-
macro in the source code. If the standard kernel is
compiled without the option SMP, i.e. for a unipro-
cessor, then the spinlock macros are all empty, so that
there are no spinlocks on uniprocessor systems at all.

On single processor systems spinlocks are not neces- (1) while handling interrupts
sary, because the processor normally can work on only (2) while processing Soft-IRQ’s
one path in the kernel at a time, since the standard (3) while holding a spinlock, write- or readlock.

kernel is not preemptable. (4) while the kernel is executing the scheduler



(5) while initializing a new process in the Combining patches

fork () system call The first possibility is to combine the Preemptible
At all other times the algorithm allows pre- Kernel Patch with a Low Latency Patch. The Low La-
emption. tency Patches also contain Preemption Points breaking

When the uniprocessor system enters one of spinlocks: In order not to crash the kernel the spinlock
the states shown above, e.g. a critical section, has first to be unlocked and after scheduling, when
the global Preemption-Lock-Counter (PLC) is the process comes to execution again, the spinlock has
incremented, indicating that preemption is now to be locked again. This results in more fine grained
forbidden. When leaving the critical section, the spinlocks.

PLC is decremented and a test is made to see
whether preemption has been called for during
holding the spinlock. If so, the current task is
preempted directly after releasing the spinlock.
This “polling for preemption” at the end of a
preemption-locked region can happen tens of
thousands of times per second on an average
system. Fig. 5 shows the flowchart of some as-
sembler routines in the file 'entryS’, that are in-
voked at nearly every task state transition. Fields
with a gray background indicate a change of
the Preemption Lock Counter (PLC). The fig-
ure shows that service routines for interrupts and
soft-interrupts are handled as critical sections.

e Per-CPU variables have to be protected by a
preemption lock.

e In order to improve the responsiveness of the
kernel, the interrupt return code, i.e. assembly  Changing long held spinlocks into mutexes
language code, is modified. That way now pre- The second possibility is changing long held pre-
emption is possible and tested for, not only if the emption locks/spinlocks into mutexes in the Pre-
interrupt or exception came while the processor emptible Kernel, first discussed for Linux in the
has been Working in user mode as in Standard’kpreempt’ project (’kpreempt’, 2002) The advan-
Linux, but also if the interrupt came while the tage of mutex locks is that global locks like pre-
processor has been working in kernel mode.  emption locks are replaced by mutual exclusion locks

to resources. This replacement does not decrease

the termmax(tcritical _sectiond, Which replaces the term

n MaXtkerel-latency) iN €quation (1) in any preemptable

kernel, but it reduces its frequency of occurrence. In

nel improves the soft-real-time capabilities of stan- the SMP case additionally another process entering a

dard linux. But there are still some very long critical Mutual exclusion as the second one on another CPU is

sections - i.e. spinlocked sections in SMP-, where PUt asleep instead of blocking this CPU as a spinlock
preemption is forbidden, so thataxXteitical sectiond would do. This leads to a better average preemptibility.

might be not much smaller thanaxtkernet-tatency) in It's possible to replace all those spinlocks by mu-
equation (1) (Wilshire, 2000). texes, which are never entered by any code from an

The Rhealstone Benchmark (Heursehal, 2001) interrupt service routine (ISR) or a softiRQ/Bottom

showed that the Preemption Patch slightly reduces thehalf- But its not possible to replace the spinlocks

performance of the Linux kernel on uniprocessors. Which at the same time also lock interrupts, called
This is due to the fact, that the Preemptible Kernel Spin-lock-irgsave () in the standard Linux kernel. -
often executes additional code, like the gray fields The reason is that a mutex puts asleep the caller, if it

shown in fig. 5, and some code that has been used@s already been locked before. For an ISR sleeping
before only in the SMP case. is forbidden by definition, at maximum it's allowed to

execute a short busy wait when acessing an already
locked spinlock on a SMP system.

‘MontaVista combined the Preemption Patch for Linux
2.4.2 with parts of Andrew Morton’s LowLatency
patch, today Robert Love offers such patches, too
(Love, 2002). A combination of both patches at own
risk has been shown to reduce latencies even more
efficient than one of the patches used alone (Williams,
2002). From a theoretical point of view this is easy to
explain. The Preemption Points of the Low Latency
Patch reduce efficiently special known long latencies,
partly those in spinlocks, while the Preemption Patch
makes preemption possible in general, i.e. also in new
added drivers without Preemption Points, if they don't
currently hold spinlocks. Even an agreement between
the patch maintainers to combine both patches to one
new official patch has been reported.

For the Preemptible Kernel eqg. (1) has to be modi-
fied. tkernet-latency IS replaced bYeritical _sections Since

teritical _sections IS iN mMost cases much smaller tha
tyernel-latency IN €quation (1), the Preemptible Ker-

5.3 Reducing latencies caused by long held spinlocks Another difficulty to overcome caused by the intro-
duction of mutexes into the kernel is the possibility of
‘Long held’ preemption locks - or spinlocks in the so called 'unbounded’ priority inversion in between
SMP case - are locks held long compared to the dura-2 processes using the same kernel mutex in perhaps
tion of 2 context switches. There are two possibilities different kernel routines and other processes with pri-
to cope with these latencies in an already Preemptibleorities in between them. Since the priority ceiling
Kernel: protocol is only usable for processes with priorities



which can be statically analyzed, and the calling of 6. SUMMARY

Linux system functions can’t be previewed, mutexes

with a priority inheritance (PI) protocol have to be While approaches to increase the preemptability of
implemented in order to avoid the starvation of highly the Linux kernel like the Low Latency Patches and
prioritized processes by less important ones. Further-the Preemptible Kernel Patch have already shown to
more it's important that the Linux kernel programmer decrease latencies sucessfully, a combination of both
rule to access spinlocks always in the same sequencetechniques promises the best results. A further ap-
determined by their addresses, is extended to mutexesproach that replaces preemption locks or spinlocks by

too, in order not to cause deadlocks. mutexes only reduces the frequency latencies of the

In (Grambow, 2002) two different Pl-protocols have remaining long critical sections occur. Such mutexes
been implemented. The first simple Pl-protocol should are in need of a complex priority inheritance protocol

work fine, when a kernel routine accesses only onet(: avotl_d unfboufrt'ldedl [{D_”O”:y ';Veés'(:g’ -€ pofssﬁ]l_e
mutex at a time. Another Pl-protocol described by starvation ot solt-real-ime tasks. Furthérmore for this

Yodaiken (2001) allows also access to nested mutexesf"‘pproa‘ch to make sense all interrupt service routines

but this causes some overhead compared to the Spinmust be transformed into kernel threads. So the alter-

locks in the standard Linux kernel native idea of the Low Latency Patches to divide long

critical sections into several shorter ones still remains
Apart from kernel mutexes such Pl-protocols can also a promising approach.
be useful to applications that use mutexes in user space
and want to avoid priority inversion. The implementa-
tion is available under GPL (Grambow, 2002).
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